Technology, Toner, and Tone

Simple things that matter in fraud and controls
2021 Audit Services Fall Fraud Seminar
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Agenda

8:30  Opening remarks by Auditor Greg Kimsey

8:35  Update From Clark County Information Technology
Department

8:45  Technology and You: Your Role in Securing County
Systems, Data, and Assets

9:35 Break
9:50 Toner: One Library’s Story of Loss
10:40 Tone: The Missing Link

11:25 Closing remarks by Mark Gassaway



Protecting the County

Clark County Information Technology

December 9t 2021



What IT is Concerned About

* Phishing Emails
 Malicious Sites

* Malicious Software
 Bad Actors

e Ransomware

* Data Breaches



How IT is Protecting the County

e Multi-factor authentication (MFA)

* Phase 1 is complete
e Phase 2 is underway

* Network Hardware Refresh
 New End Point Protection Software
* Network Segmentation
* Application Centric Infrastructure (ACI)
* New Firewalls to protect east/west data traffic

* Cloud-based applications
 New VPN software



How IT is Protecting the County Cont.

 Employee education
« 2022 Cyber Security Training program

* Monitoring tools
e Critical Insight - 24/7 monitoring
 Varonis

* Recovery tools
* Cyber Recovery Platform

*« 0365
* IT Security Committee
e Cyber Security Analyst



Collaboration and Data Security

e Current State Collaboration
e Various tools

 Future State Collaboration o2

e Microsoft Teams Guest Access
* New sFTP platform

e Data Security
» Responsibility of Teams site owner, not IT

e Do not setup personal tools
* Google Drive
e Box
* Dropbox



Be Alert
When in doubt, reach out to IT
Never give out Username/Password

Thank you



Technology and You: Your Role
In Securing County Systemes,
Data, and Assets

Michael Nash, Audit Services

December 9, 2021



Today’s Agenda

* Riskand Controlin a Changing Service
Environment

 Need and opportunity to change how and where
we work and how we interact with stakeholders

* Changes introduce new risks and might
undermine existing controls designed to address
existing risks

* A simple framework for identifying and
assessing new and existing “human” risks when
implementing new technology and processes

« The Changing World of Data Sharing and
Recordkeeping

» Recentchanges to data sharing laws

Clark County Auditor's Office Fraud Training 12/9/2021




Risk and Control in a Changing
Service Environment




Crisis and Opportunity

 Pandemic changed how we work and
how we interact with stakeholders

e How and where we work:
e Workfrom home / remote

 Interaction with co-works, supervisors,
managers, other departments

» How we interact with stakeholders:
 County Residents
* Vendors, Contractors, Consultants

« Other agencies and partners
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Crisis and Opportunity

 Technology has facilitated these
changes

 New software
e New hardware

 New processes

 While changes have brought new
opportunities, they also come with
some RISK
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Risks Both New and Old

 New technology and process introduce
new risks or heighten existing risks

e Work-from-home
e Ransomware

» Trust and verification without personal
Interaction

* Changing payment information
 File sharing and collaboration in TEAMS

* Records requests

» Sensitive data
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Risks Both New and Old

 New technology and process might
undermine existing controls designed
to address existing risks
» Opening mail with cash and checks
» Less volume as transactions done online

* Most staff working from home, but controls
designed assuming lots of people in office

e Shiftin risk as a result
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The Human Element: Our Role as County Employees

e Clark County IT can address risk
Inherent to the technology we adopt

e To fully address risk and ensure
effective control, we need processes
both on the technological side and
the human side
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The Human Element: Our Role as County Employees

 As employees and people:
* Look for conveniency and efficiency
e \Want to be responsive and professional

e Make mistakes
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The Human Element: Our Role as County Employees

 As employees and people:
* Look for conveniency and efficiency
« Want to be responsive and professional

e Make mistakes

« Unfortunately, these qualities can be exploited

« Threat actors target human fallibility for their most effective attacks
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The Human Element: Our Role as County Employees

 As employees and people:
* Look for conveniency and efficiency
e \Want to be responsive and professional

e Make mistakes

« Our fallibility can result in mistakes that have significant
conseqguences

« Sharing confidential data / information

Clark County Auditor's Office Fraud Training 12/9/2021 11



The Human Element: Our Role as County Employees
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A Framework for New and Existing Risks

Let’s think about a simple framework for
addressing new and existing risk:

e Ask “who / what / when / why” questions
to identify risks

e Determine impact by asking: “what
would be the outcome If accessed
Inappropriately or shared
unintentionally?”

e Determine likelihood

e Design controls to address
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A Framework for New and Existing Risks

Let’s ask some questions about Guest
Access In Microsoft TEAMS:

* Who would have access?

 What information would we like to be
able to upload / share?

« How would we use the chat feature to
communicate?
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Asking some questions:
 Who would have access?

e Dept. Staff and staff from another public agency (non-County)

 What information would we like to be able to upload /
share?

e County data related to public health, but no personal information
e Draft analysis and findings developed with the partner agency
« How would we communicate that information?

By uploading documents and using the chat feature to
communicate back and forth
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What would be the impact if?

» Dept. Staff and staff from another public agency (non-County) had access to
« County data related to public health, but no personal information
* No or Low Impact: information is public
« Draft analysis and findings developed with the partner agency

 Someimpact: Drafts change, analysis hasn’tbeenreviewedfor accuracyand is of some
publicinterest; possibleversioncontrolissues

 Uploaded to TEAMS
 We’'re notsure how TEAMS stores information -> Reach outto IT to understand
« Along with chat used to communicate back and forth

« Some impact if we discuss otherwise confidential information or communicate
unprofessionally
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What would be the Likelihood or Probability?

e County data related to public
health, but no personal
Information

 Draft analysis and findings
developed with the partner
agency

e Comments In chat feature to
communicate back and forth
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What controls would we develop?

e Risk: Inappropriate access e Control: Process to invite
Guests to TEAMS groups
based on need

e Risk: Disclosure of County e Low likelihood, no impact:
data related to public no control needed
health, but no personal
Information
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What controls would we develop?

e Risk: Disclosure of draft e Control: process to ensure
analysis and findings documents are clearly
developed with the partner marked as draft and apply
agency leaked correct sensitivity label

e Only designated staff
upload documents to
Teams and apply labels
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What controls would we develop?

e Risk: Disclosure of chat e Communication policy
used to discuss confidential developed and shared with
Information or communicate partner agency

unprofessionally
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A Framework for New and Existing Risks

Let’s ask some questions about a new

process for recording checks received
In the mail

e Old process: open mail in a public
area, log checks received on a check
log sheet

 New process: Staff working from
home; come in once a week to open
mail, scan all checks, and send
copies to supervisor
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Asking some questions:

* What risks was the control in the old process designed to
address?

e Ensure checks are not lost or stolen

e Create a record of checks received which allows us to reconcile
to deposits made to ensure all monies are deposited

 Who was involved?
« Staff who opened the mail
e Supervisor who review the log

e Other staff / supervisor who witnessed mail be opened
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What would be the impact?

 Has the impact changed form the old process to the new
one?

e A check was lost?

e A check was stolen?

No, under both process, the potential impact is the same
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What would be the Likelihood or Probability?

e Create an accurate record of
checks received to reconcile
to deposits made to ensure
all monies are deposited

« Mail logs sometimes have
errors; new process of
scanning reduces the chance
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What would be the Likelihood or Probability?

e Ensure checks are not lost or
stolen

e Under new process, mail not
opened publicly; no way to
know if a check is received but
not scanned

e Scanning the checks creates
an additional electronic record
containing account and routing
Information stored in emails
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What controls would we develop?

e Risk: Checks are received e Control: Coordinate mail
but not logged opening when another
employee will be present

 Alternative: Receipting
done by Treasury

* Note: Opening mail on
webcam still does not fully
address risk
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What controls would we develop?

e Risk: Scanned copies of  Alternative: Mail log
checks stored in emails scanned Iinstead of checks,
S0 no electronic record
created containing check
detalls
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Audit Services: We’re Here to Help

 When adopting new technology or implementing a new
process around technology, may not be easy for you to
Identify:

e Risks
e Impact
e Likelihood

o Effective controls

 |If and when you need help, reach out to Audit Services!
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The Changing World of Data
Sharing and Recordkeeping




Recent Changes to Data Sharing Laws

ESSB 5432: Cybersecurity and Data Sharing in Washington
State government

* Requires public agencies to have data-sharing agreements in
place when sharing certain confidential data

» Applies when sharing data with contractors as well as other
public agencies

e Report with implementation recommendations expected In
December 2021

« Data transfer and encryption standards
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What is a Data-Sharing Agreement?

e Formal contract

e Clearly documents:
« \What data Is being shared

e How the data can be used
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ESSB 5432: Data Sharing Agreements

 When sharing Category 3 and above data outside the agency,
an agreement must be in place unless otherwise prescribed
by law (OCIO policy #141.10)

e Category 4: Confidential information requiring special handling
o Category 3: Confidential Information
o Category 2: Sensitive Information

o Category 1: Public Information
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ESSB 5432: Data Sharing Agreements

 When sharing Category 3 and above data outside the agency,
an agreement must be in place unless otherwise prescribed
by law (OCIO policy #141.10)

e Category 4: Confidential information requiring special handling

« Data with strict handling requirements (HIPAA) and serious consequences for
unauthorized disclosure (legal sanctions, threats to health and safety)

o Category 3: Confidential Information
o Category 2: Sensitive Information

o Category 1: Public Information
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ESSB 5432: Data Sharing Agreements

 When sharing Category 3 and above data outside the agency,
an agreement must be in place unless otherwise prescribed
by law (OCIO policy #141.10)

e Category 4: Confidential information requiring special handling

e Category 3: Confidential Information

« Data containing “Personal Information” (RCWs 42.56.590 & 19.255.10);
personnel records, and infrastructure and security of computer/ telecom
networks

o Category 2: Sensitive Information

o Category 1: Public Information
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ESSB 5432: Data Sharing Agreements

 What should we be doing today?
 |dentify if you have any Category 3 or Category 4 data

* If yes, has or will that data be shared with contractors
or other public agencies?

 What are the next steps?

* Report from Office of Cybersecurity (OCS) on
Implementation due out this month

» Clark County IT working to develop plan for
Implementation

Clark County Auditor's Office Fraud Training 12/9/2021 35


https://watech.wa.gov/privacy/Categorizing-data-for-a-state-agency

ESSB 5432: Data Sharing Agreements

e Resources:
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https://mrsc.org/Home/Stay-Informed/MRSC-Insight/October-2021/Data-Sharing-Agreements-Required.aspx?feed=blogs
https://watech.wa.gov/privacy/Categorizing-data-for-a-state-agency
https://ocio.wa.gov/sites/default/files/public/TBM/TBM-Data-Sharing-Agreement.pdf
https://www.doh.wa.gov/Portals/1/Documents/5300/CHARSDataSharingAgreementTemplate.pdf

Thank you!

Comments and guestions

Clark County Public Service Center
1300 Franklin Street « PO Box 5000
Vancouver, WA 98666-5000
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Toner: One Library’s Story of Loss

Technology, Toner and Tone
Arnold Pérez, Performance Auditor

December 9, 2021



What we will cover

» Office Depot Controls

e Budget Monitoring
e Resources

Clark County Auditor's Office Fraud Training
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City of Austin- Library

e $1.3 million worth of toner stolen

e $15,000 worth of electronics, such as video games, virtual

reality headsets, robotic vacuums, and a drone from a big-
box retailer

 Whited used City credit cards to buy over $140,000
worth of items from two retailers. Despite the
suspicious nature of many of these purchases, the
audit was not able to determine a precise total of how
many were fraudulent. This was due to poor inventory
practices at APL and inadequate purchasing records
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Unusual activities

« Badge swipe records spanning roughly six monthsin 2019
show W hited arriving over thirty minutes before 8:00 a.m., his
scheduled start time, on approximately half the days he
worked, including many days when W hited arrived before 7:00
a.m. This was despite receiving instruction from his supervisor
to arrive no more than thirty minutes early because there was
Insufficient supervision during those early hours.

* APL staff said Whited claimed he regularly delivered items to
other APL branches. However, APL has other staff who are
responsible for delivering items between library branches.
Furthermore, APL branches, almostall confirmed that they had
very little toner on-hand, and several had not received any
deliveries in months.
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What is it? Where is it going?

W hited altered several receipts to hide that he shipped items to his home. Additionally,
W hited submitted at least one receipt that appeared to have been made using a word
processor. In other instances, receipts showed W hited’s home as the shipping address
and listed his personal email address. In every case, APL managementapproved these
purchases.
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Credit Card Convenience

 Whited also paid for items by using a third-party payment platform
connected to City credit cards, which likely helped conceal his
purchases.

* These receiptswere significantly less detailed than the original
vendors’ receipts and allowed Whited to submit receipts that did not
show the specific items he bought. APLs current Financial Manager
confirmed there was no legitimate reason to pay for items through a
third-party platform.
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Did you read the item details?
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Management Oversight?

 Wheninterviewed, both Whited’s supervisor,and former Financial Manager said Whited told
them itemized receipts—orreceipts in general—were not available for some of his purchases,

including toner purchased through the City’s office supply vendor and electronics bought froma
major retailer.

APL management did not perform detailed reviews of Whited'’s credit card purchases. They also

did not review indetail the budget overages related to those purchases, which led to the waste of
Cityresources.

* APLUscurrent Financial Manager,whostartedinlate 2018, described this process as having several

issues, including poor documentation of supplies and insufficient purchase reviews by financial
managers.
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Segregation of Duties?

* This lack of oversight allowed Whited to use Library credit cards without having to
explain why he was making purchases. This also allowed Whited to charge purchasesto

any sub-category of the APL budget regardless of its purpose, making it harder to track
his spending.

* Whited was the only point of contact between APL and the City’s Purchasing Office.
During the review, it found evidence that Whited received recommendations from the
City’s Purchasing Office on APLs credit card usage in June 2018.The recommendations

noted that in order to “minimize unnecessary credit risk exposure,’ certain accounts
should be closed.
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Segregation of Duties?

« This included the credit card account that W hited used for the majority of his fraudulent
toner purchases. Email evidence indicates W hited ignored several attempts by the
Purchasing Office to resolve the issues. It is unclear if anyone in APL management

was aware of the recommendations aside from Assistant Director, who was notified at
least as early as January 2019.

 The Financial Manager said she was not made aware of the recommendations_until
she received them from the City’s Purchasing Office by email. The Financial Manager
ultimately addressed these recommendations in October 2019, fifteen months _after
they were initially sent and nine months after Assistant Director became aware of them.
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How is your supplies budget doing?
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Budget Monitoring at what level?

* These expenditures were four times larger than the budgeted amount for this unit in
these years, which was roughly $50,000.

* Also, former Financial Manager stated that she would not look for overages unless
something was “out of whack.”

» Shesaid that if there were significant budget issues, she “assumed [former Financial
Manager] would tell me.”
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So much of one thing, how about the rest of the supplies?
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Video
e Audit

e Public Reaction
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https://www.youtube.com/watch?v=Oy7soqqWb88
https://www.youtube.com/watch?v=iS6y4evNth0

So how do some of these controls look like for us?

o Sample Office Depot purchase

« Sample Credit Card purchase

e Sample Invoice Detall
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Workday Office Depot Sample Purchase
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Sample Invoice:
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Sample Invoice:
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Workday Credit Card Sample Purchase
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Credit Card Sample Purchase
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Credit Card Sample Purchase
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Credit Card Sample Receipt

‘ Merchant: IBS, Inc.

|
740 Clay St NW ‘
740 Clay St NW, WA 88001 8006781908
us |
|
Description:
| Order Number: P.O. Number:
Customer ID: 1008178 Invoice Number: 0 |
Billing Information Shipping Information |
|
Shipping: 0.00 |
Tax: 0.00
Total; USD 761.68
Date/Time: 07-Oct-2021 16:06:44 PDT
Transaction [D: 42979206374
Transaction Type: Authorization w/ Auto Capture
Transaction Status: Captured/Pending Settlement !
Authorization Code: 056871 2

| Payment Method: B0 9P — i
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Credit Card Sample Receipt

‘ Merchant: IBS, Inc.

|
|
|
740 Clay StNW ‘
740 Clay St NW, WA 88001 80067819068
us I
|
Deseription:
| Order Number; P.O. Number:
‘ Customer ID: 1008178 Invoice Number: 0 ‘
| Billing Information Shipping Information ‘
|
! Shipping: 0.00
| Tax: 0.00 m
‘ Total: USD 761.68
DatelTime: 07-0ct-2021 18:08:44 POT
Transaction ID: 42076208374
Transaction Type: Authorization w/ Auto Capture |
Transaction Status: Captured/Pending Settlement .
Authorization Code: 056671 |

| Payment Method. P —

e S ey
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Credit Card Sample Receipt
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SAQO: Protect Your Government from Credit Card Fraud

e Review your statements regularly

» Avoid debit cards

e |f your bank account is compromised through a debit card, a
fraudster can quickly deplete your government’s assets

* What todo if you're a victim of fraud

o State law requires local and state governments to report all known or
suspected losses of public funds to the State Auditor’s Office
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Workday Sample Budget Monitoring
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Toner Takeaways To Think & contemplate

e Existing Management Controls bypassed

» Lack of review of purchases detalil

Accepting missing supporting documentation

Accepting unverified reasons for missing supporting documentations

Allowing unassigned delivery duties

Incompatible purchasing duties concentrated

 Managers Missed Opportunities
» Received notice of concern from outside department but no follow up
« Budget monitoring was conducted but at too high a level

* Trend analysis of complimentary supplies would have shown disconnect

e Importance of professional skepticism
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Helpful Resources

e Clark County Auditor’s Office
« (564)397-4795 or

e Information Sources

 City of Austin Office of the City Auditor
 Investigative Report Austin Public Library: Fraud and Waste (October 2020)
» Office of the Washington State Auditor

* Protect Your Government from Credit Card Fraud
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http://www.clark.wa.gov/auditor
http://www.austintexas.gov/auditor
https://sao.wa.gov/protect-your-government-from-credit-card-fraud/

Thank you!

Comments and questions

GREG KIMSEY, CLARK COUNTY AUDITOR

AUDIT SERVICES
Larry Stafford, Audit Services Manager
Arnold Pérez
Michael Nash

1300 Franklin Street Suite 575, P.O. Box 5000, Vancouver, WA 98666-5000

For further information about this contact: Clark County Audit Services
Via email AuditServices@clark.wa.gov or phone (564) 397-2310 ext.4795

Hitt
For other formats, contact the Clark County ADA Office: Voice (564) 397-2322
Relay 711 or (800) 833-6388; Fax (360) 397-6165; E-mail ada@clark.wa.gov
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mailto:ada@clark.wa.gov

Tone: The Missing Link

December 9, 2021

Larry Stafford, Audit Services Manager

Audit Services



Today

- Why internal controls matter
Case Study

- Building a foundation with tone
- In case of fraud

- Audit Services



Why do internal controls matter?

Required to have internal controls by US federal government,
Washington State Law, Washington State Auditor’s Office, county
contracts, and best practices.

Provide reasonable assurance you will
achieve your objectives!



Three types of objectives

1. Operations: efficientand effective

2. Reporting: reliable information

&E v at i

Laws & Regulations



Building a system of internal controls

Control Environment

Tone at the Top
Ethics and Values

Organizational
Structure

Commitment to
recruit, develop,
retain staff

Accountability

Clearly define
objectives

Identify, analyze,
respond to risks

Consider potential
for fraud

Identify, analyze,
respond to
significant

changes

Risk Assessment

Control Activities

Design activities
to achieve
objectives and
respond to risks

Design activities
for information
systems

Implement by
policies

Informationand Communication

Use quality
information

Communicate
guality information

Internally and
externally

Establish and
operate activities
to evaluate results

Remediate
deficiencies on a
timely basis




California Employment Development
Department (EDD): 2020

Outdated Tech Contributes to California Processing
Problems

California unemployment agency director to retire after
months of delayed jobless benefits




California Employment Development
Department (EDD)




Review and Audits of EDD




Review and Audits of EDD

Strike Team ReportIssues:

« CurrentID verification process slowed services without catching fraud
» Routing more claims for manual processing than capacity

« Culture must shift from reactivity to rationality as it relates to fraud

« Organized fraud represents serious risk

* Old technology

» Inefficientdeployment of staffing

California State Auditor’s Office Audit Report Findings:

« EDD stopped enforcing some eligibility rules to process claims faster
o 2.7 million claimants may have been ineligible (12 million issues)
e 1.7 million claimants may have been overpaid ($5.5B)

* More than $10B in potentially fraudulent claims paid
« $810Mto 45,000 incarcerated claimants
e Bank of America froze 344,000 accounts



Review of EDD: Recommendations

Strike Team:

Measure every material step of claims process daily

Procure and deploy ID verification solution to automate process
Re-evaluate how they identify and manage risk of fraud under
new system

Move most experienced employees to claims processing
Update document upload technology



Audits of EDD: Recommendations

California State Auditor’s Office recommendations

Legislature

« Amend state law to require EDD to:
* Cross match claims with data from correctional facilities
» Assess effectiveness of fraud prevention and detection

EDD

 Immediately establish central unit responsible for fraud

 Develop plan to assess effectiveness of fraud efforts

* Develop recession plan to prepare for providing services during
downturns

« Obtain and review listing of frozen benefit accounts



Review and Audits of EDD

“should not be possible for one part of EDD to believe it has a “minor
performance issue” while another part of EDD believes “the
mainframe and the call center are down.”

“EDD leadership should set clear expectations with all staff at all
levels that fraud prevention and detection practices mustbe
supported by data and evidence and that justifications for new and
existing anti-fraud practices include an analysis not only of their
effectiveness, but also tradeoffs and unintended consequences of
these practices”

“To ensure that it does not suspend critical safeguards, EDD should
plan in advance which Ul fraud prevention and detection mechanisms
it can adjust during recessions to effectively balance timely payment
with fraud prevention.”



Building a foundation for EDD’s controls

Control Environment

Tone at the Top Ethics and Values Org Structure Accountability
Set clear Plan for Immediately Measure material
expectation recessionsto establish central elements of claims
fraud controls effectively balance fraud unit process daily
backed by data tlmﬁI%/ pac)llment Move experienced

wit ratl.J employeesto
prevention claims processing




In Case of Suspected or Known Fraud

DO NOT
1. Accuse those you suspect are involved

2. Interview or interrogate employees
3. Gather evidence

DO

1. Preserve evidence you have

2. Contact Audit Services immediately

3. Assist in reporting to the Washington State

Auditor’s Office (required by RCW)



Key Takeaways

1. Consider all three types of objectives
when discussing risks and controls.

2. Internal controls will not be effective without
a system.

3. Your organization has a tone. Do you know
what it is, and does it reflect what you want?



Audit Services

Performance Audits Investigations / Referrals
Internal Control Reviews  Training and Education

Analytical Reviews Liaison with Washington
State Auditor’s Office

Technical and Advisory
Services



Helpful Resources

Clark County Auditor’s Office
(564) 397-4795 or

Information Sources

Standards for Internal Control in the Federal Government
EDD Strike Team Detailed Assessment and Recommendations

California State Auditor’s Office Audit Reports


mailto:AuditServices@clark.wa.gov
http://www.clark.wa.gov/auditor
https://www.gao.gov/products/GAO-14-704G
https://www.govops.ca.gov/wp-content/uploads/sites/11/2020/09/Assessment.pdf
https://www.auditor.iowa.gov/

Thank you!

Comments and questions

GREG KIMSEY, CLARK COUNTY AUDITOR

AUDIT SERVICES
Larry Stafford, Audit Services Manager

Arnold Pérez
Michael Nash

1300 Franklin Street Suite 575, P.O. Box 5000, Vancouver, WA 98666-5000

For further information about this contact: Clark County Audit Services
Via email AuditServices@clark.wa.gov or phone (564) 397-4795

HitHt
For other formats, contact the Clark County ADA Office: Voice (564) 397-2322
Relay 711 or (800) 833-6388; Fax (360) 397-6165; E-mail ada@clark.wa.gov
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https://www.clark.wa.gov/auditor/audit-services-contacts
mailto:AuditServices@clark.wa.gov
https://www.clark.wa.gov/general-services/americans-disabilities-act-ada
mailto:ada@clark.wa.gov

	�Technology, Toner, and Tone
	Agenda

