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Clark County Auditor’s Office Professional Seminar Series 

Presenter
Presentation Notes
Leave on screen 8:00 to 8:15



Download the Presentations 
Go to: 

 Clark County Auditor’s Web Site 

 Internal Audit/Performance Audit (menu on left) 

 Other Reports (menu on left) 

 Other Events (at the bottom of the page) 

 2014 Fraud & Best Practice Seminar 
 
 
 

Presenter
Presentation Notes
Leave this on screen 8:15 to 8:30



Administration 
 Breaks 
 Food & Coffee 
 If you have to leave early… 
 Downloading the presentation 
 Evaluation of the program 
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Presenter
Presentation Notes
If you leave early, must sign out to get any CPE creditNext slide: Wireless Polling



Agenda 
(8:30) (5 min) Opening by Auditor Greg Kimsey 
(8:35) (60-75 min) Anatomy of a Cybercrime  
(9:50) (10 min) Break 

(10:00) (45 min) Internal Control Review Report & Quiz.  
(10:45) (45 min) Analyzing Duties, Risk & Controls 
(11:30) (10 min) Break  

(11:40) (45 min) Situational Ethics: What would you do?  
(12:25) (5 min)  Closing by Finance Director Mark  
      Gassaway 
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Presenter
Presentation Notes
We listened and responded to your feedback last year – request for more internal controls and you preferred this location



Wireless Polling 
 

Anonymous… 
Point anywhere, push 3x 
Votes tally in corner box  
Vote when the corner box is green 
You can change until box is red 
Results show on screen 
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    25   OPEN 

Presenter
Presentation Notes
Anonymous - pointing – pushing button repeatedly – red/green light flash when voteLet’s test it out…



Test: You found $10 on the WREC 
floor  today. What do you do? 

Keep it!

Give to
 lo

st &
 fo

und

Check 
with

 yo
ur  s

upervi
sor  

Ask In
ternal A

udit f
or a

dvic
e

Go get a
 M

uch
as 

Gracia
s b

r...

13%

65%

10%8%5%

1. Keep it! 
2. Give to lost & found 
3. Check with your  

supervisor   
4. Ask Internal Audit for 

advice 
5. Go get a Muchas 

Gracias breakfast  
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Presenter
Presentation Notes
Preferred: 2, 3 or 4#1 Since it is a government meeting on government property, this is not the optimum answer#2 is preferred and I would get a receipt or note acknowledging it; most organizations have a “finders” policy after a set time#3 is always excellent advise#4 will give you an unbiased response from a disinterested individual#5 will give you a great burrito
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Presenter
Presentation Notes
Target, Home Depot, Wells Fargo Bank, restaurant chains, fabric stores, it seems that no store or institution is safe.We are about to have a guest speaker talk to us about cybercrime and online risks.  It might be helpful to see how people in this room have been affected by cybercrime, so a quick poll before I introduce our guest speaker…



Has your credit or debit card been 
replaced because of compromise? 

1. No, never 
2. No, but it would be 

OK with me if they 
were cut off! 

3. Yes – Once or twice 
4. Yes – More than three 

times 
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Presenter
Presentation Notes
No correct answer42 responsesNext slide: Introduce Aaron Sparling



Guest Speaker: Aaron Sparling 
 

 Computer Forensics Expert 
 Criminal Intelligence Unit, Portland Police 

Bureau 
 US Secret Service Electronic Crimes Task 

Force 
 “Good Guy” 
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Break 1: Ten Minutes 

11 Clark County Auditor’s Office 



Internal Control Reviews (ICRs) 

 Where to Find Current ICR Reports 
 General ICR Process 
 2014 Results  in Review 
 Trends 
 Practice Scenarios 
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Presenter
Presentation Notes
Paul Harris intro 



ICR Reports are on the intranet 
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Location of ICRs 
 “Auditor Office” page 
 “Audit Services” link 
 Current Year ICRs 



General ICR Process 
 

 Average of @ 20-30 visits per year 
 Team of two internal auditors, unannounced 
 Three year cycle, adjusted for risk 
 Examine cash and “cash equivalents” 
 Controls, safe handling and storage focus 
 Identify issues, make recommendations 
 Written response or action plan 
 Follow-up in 4-6 months (visit or informal) 

Clark County Auditor’s Office 14 



2014 Results Summary  
By the Numbers 

 24 Reviews  
 45 Recommendations  
 Half of the reviews (12) had no 

recommendations 
 Four reviews had four or more 

recommendations to address 
 Six on-site follow-ups of previous year 

high risk activities 
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2014 Internal Control Review Summary  
 12 Low Risk Issues 
 Math / Records Errors 
 Receipt Documentation / Handling 

 17 Medium Risk Issues 
 Insufficient Written Procedures 
 Account Over/Short 

 16 High Risk Issues 
 Management Review / Oversight Weak 
 Segregation of Duties 
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Exercises and Scenarios 

• All scenarios were based on 
2014 ICRs 
 

• You are responsible for 
controls 
 

• Any resemblance…. 



 A cash withdrawal form is used to request 
funds for a short term project (under 30 days) 

 The manager approves project funding, and 
both of them sign & date the withdrawal form 
indicating cash was removed 

 The manager gives the employee the funds 
 The transaction is supposed to be logged in a 

ledger book at the time of withdrawal 

1. Project Funding: Process 

Presenter
Presentation Notes
Working by table, let’s analyze an exampleThis is the process used to fund short term projects…



 An employee requests cash for a project.   
 The manager approves and provides the funds.   
 The project was cancelled before it began. 
 The employee informally hands the funds to 

another employee for a different project that 
was not yet approved, and lets management 
know verbally after the fact.  

 

As a table group, take ten minutes to identify two 
major weaknesses and two controls that would be 
effective in addressing them...  

1. Project Funding: Scenario  

Presenter
Presentation Notes
a. Identify two major weaknesses in this processb. Identify two ways you could help ensure the cash is safeguarded and the employees are protected appropriately by controls. Log in a log book in sequential receipts – funds balanced each transaction - written processes – training - periodic auditing - ???Next let’s look at two voting scenarios..



Internal Controls:  
What would you do? 

We will show and describe two 
situations, each followed by a question 
about the best answer 
 “Vote” on your choice of solution 
 Discuss the most popular answer vs. 

the best answer (if they are different) 
 Let’s begin… 
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Presenter
Presentation Notes
Well done. Now lets look at two quick examples…



2. Gift Cards: Which gift card is not 
taxable according to the IRS? 
A. Your non-adult child wins a 

$25 card during your 
organization day party 

B. The card was purchased 
with your manager’s 
personal funds or a grant 

C. The gift card is for under 
$50 so it is de minimus 

D. It is not for a cash amount 
but for a specific item 

E. None of the above 
Your n

on-adult c
hild wins..

The card was purchased ...

The gift 
card is fo

r u
nder...

It i
s not fo

r a
 cash amou..

None of th
e above

27%

5%

46%

5%

16%

Presenter
Presentation Notes
Gift cards and certificates are all the same answer“E” is the correct answer



3. Prepaid Services 

 A department prepays for a service 
based on vendor telling them how 
much service will be used. 
 

 How would you control the use of this 
service? (ready to answer on next 
page) 

 



3. Use of Prepaid Services 

A. Have the vendor let 
you know how much 
service is used 

B. Set up controls to 
check or audit what 
they tell you 

C. All of the above 
D. None of the above 

Have th
e vendor le

t yo...

Set u
p co

ntro
ls to

 check ..

All o
f th

e above

None of th
e above

0%
8%

81%

11%

Presenter
Presentation Notes
Answer is “C”



Summary 



Analyzing Duties, Risk & Controls 
Chasing Recommendations 

Clark County Internal Performance Auditors 25 

Presenter
Presentation Notes
Five minute stretch break?Larry



What is the purpose of an 
Internal Control?  

1. To align my processes with 
best practices 

2. To keep my boss happy 
3. To prevent audit findings 

(aka keep the auditors 
happy) 

4. To provide assurance that 
my organization’s objectives 
will be achieved 
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Presentation Notes
Best answer: 4Alternative: 1



Internal Controls  
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“Internal control is what a department does 
to see that the things they want to happen 
will happen … and the things they don’t 
want to happen won’t happen.”  
         - State of Vermont 



Internal Controls  
Internal Control Process 

Clark County Internal Performance Auditors 28 



Internal Controls  
Categories of Objectives 

1. Operational 
 Effectiveness 
 Efficiency 
 Safeguarding against loss 

2. Reporting 
 Internal 
 External 

3. Compliance 

Clark County Internal Performance Auditors 29 



Internal Controls  
Internal Control Framework 
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Control Environment 

Tone at the Top 
Ethics and Values 
Organizational 
Structure 
Commitment to 
recruit, develop, 
retain staff 
Accountability 

Risk Assessment 

Clearly define 
objectives 
Identify, analyze, 
respond to risks 
Consider potential 
for fraud 
Identify, analyze, 
respond to 
significant 
changes 

Control Activities 

Design activities 
to achieve 
objectives and 
respond to risks 
Design activities 
for information 
systems 
Implement by 
policies 

Information and Communication 

Use quality 
information 
Communicate 
quality information 
Internally and 
externally 

Monitoring 

Establish and 
operate activities 
to evaluate results 
Remediate 
deficiencies on a 
timely basis 



Internal Controls  
Limitations and Considerations 

1. Reasonable, not absolute assurance 
2. Benefits and costs 

 Allocation of resources vs risk tolerance 
3. One size doesn’t fit all 

 Large vs small entities 
○ Formal vs informal systems 
○ Segregation of duties 

 Best practice and mitigating controls 

Clark County Internal Performance Auditors 31 



Internal Controls  
Exercise – Real life example 

Background: 
1. Receipting Operation 
2. Third Party Credit Card Vendor 
3. Four staff members available 

 
Your Task: 
In the next ten minutes discuss and 
complete the first two components 
required for a system of internal controls 
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Internal Controls  
Internal Control Framework 
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Control Environment 

Tone at the Top 
Ethics and Values 
Organizational 
Structure 
Commitment to 
recruit, develop, 
retain staff 
Accountability 

Risk Assessment 

Clearly define 
objectives 
Identify, analyze, 
respond to risks 
Consider potential 
for fraud 
Identify, analyze, 
respond to 
significant 
changes 

Control Activities 

Design activities 
to achieve 
objectives and 
respond to risks 
Design activities 
for information 
systems 
Implement by 
policies 

Information and Communication 

Use quality 
information 
Communicate 
quality information 
Internally and 
externally 

Monitoring 

Establish and 
operate activities 
to evaluate results 
Remediate 
deficiencies on a 
timely basis 

Presenter
Presentation Notes
Reason why focusing on risk assessment and control environmentWe spend all our time….Staff description on color paperChoose examples, not volunteers



Internal Controls  
Hear From Your Peer Discussion 

 
Clerk’s Office: Baine Wilson 

Clark County Internal Performance Auditors 34 





Break 2: Ten Minutes 

36 Clark County Auditor’s Office 



 Ethics: Wait, Wait Don’t Tell Me! 
37 Clark County Auditor’s Office 

Presenter
Presentation Notes
Seven situations (as time allows)



Notable Quote 

 “Ethics generally refers to a conflict between 
personal interests and job requirements.  
Unethical behaviors are those in which the 
professional role is used to pursue a 
personal interest.  These may range from 
personal use of an office phone to steering a 
major construction contract to a friend or 
relative.” – Clark County Human Resources 
Manual 



Ethics #1a: Tools & Equipment 
 Issue: You borrow some tools over the 

weekend for a project 
 

 Description: From work, you borrow a 
wheelbarrow and a few hand tools for a 
weekend project. You return the tools clean 
and sharp on Monday morning so nobody is 
inconvenienced. 
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Presenter
Presentation Notes
The gift of public funds prohibition in the Washington State Constitution (article 8, section 7) is mandatory and must be strictly observed. It prohibits a local government from giving “any money, or property, or loan[ing] its money, or credit to or in aid of any individual, association, company or corporation, except for the necessary support of the poor and infirm.”SECTION 7 CREDIT NOT TO BE LOANED. No county, city, town or other municipal corporation shall hereafter give any money, or property, or loan its money, or credit to or in aid of any individual, association, company or corporation, except for the necessary support of the poor and infirm…”Is it a government function to provide the service? The threshold question under the gift of public funds analysis is whether providing  the service is a “fundamental governmental purpose?” 



Ethics #1b: Tools & Equipment 
1. It is ok so long as they are 

returned before needed 
2. Work equipment can be 

used at home if it is 
assigned to you 

3. It is ok, but only if you pre-
approve it with your boss 
in writing  

4. You can’t borrow work 
equipment for any 
personal use 
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Presenter
Presentation Notes
“Unethical behaviors are those in which the professional role is used to pursue a personal interest. “Answer is “4”



Notable Quote 

“If you don't have integrity, you 
have nothing. You can't buy it. You 

can have all the money in the 
world, but if you are not a moral 

and ethical person, you really have 
nothing.”  - Henry Kravis 



Ethics #2: Tools for Non-profit 
 Issue: You borrow some equipment over the 

weekend to help a non-profit agency 
 

 Description: From work you borrow a 
wheelbarrow and a few hand tools for a 
weekend project to help a non-profit agency 
that helps the homeless. You return the tools 
clean and sharp on Monday. 
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Ethics #2: Tools for Non-profit 
1. It is ok so long as they are 

returned before needed 
2. Work equipment can be 

used at home if it is 
assigned to you 

3. It may be ok, but only if 
you clear it with your boss 
in writing first 

4. You can’t borrow work 
equipment for any use 
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Presenter
Presentation Notes
Answer is 4 BUT: A representative of the non-profit agency could request a loan of equipmentThe county could then decide to support itElected or County Exec should make decision, document it before the loan.For liability reasons, power equipment should be operated by County employees only



Notable Quote 

 
“Educating the mind without 

educating the heart is no education 
at all” – Aristotle 



Ethics #3: Short Days 
 Issue: Work Hours 

 
 Description: You observe that a peer, who is 

an exempt employee, appears to be working 
very short days (only three or four hours) a 
lot lately.  It is beginning to affect hourly 
employees’ morale and cause gossip. 
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Presenter
Presentation Notes
What if it were a non-exempt employee?This one you are not yet doing anything about what you see..



Ethics #3: Short Days 
1. Discuss it with the 

employee 
2. Discuss it with your 

supervisor or manager 
3. Report it to HR or the 

Auditor if you have proof 
of a continuing problem 

4. Don’t do anything 
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Presenter
Presentation Notes
You do not have enough information, preferred action is “1” or “2”HR is the primary Whistleblowing agency but make sure you have proof of a continuing problemYou can always come to Auditor and we will direct or help youAnswer is 1 or 2 preferred



Notable Quote 

“Having knowledge of an unethical 
act and allowing it to continue can 
spread a contagion that can affect 

multiple beings in society”  
– Bertrand Russell 



Ethics #4: Party Tickets 
 Issue: Holiday gifting limits 

 
 Description: You get invited to a vendor’s 

holiday party, which includes dinner for you 
and your family. The offer is only for the two 
employees who they interact with all year 
round, and it is their way to say “thank you” 
for exceptional service. 
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Presenter
Presentation Notes
At least four reasons why this does not fly:Problems: a) it is a vendor b)it is to a subset of employees c)it is in return for service not available to all employees and the general public d) appearances 



Ethics #4: Party Tickets 
1. It is outside the office, I 

don’t have to say anything 
to anyone 

2. Since there are at least 
two of us, it is OK 

3. Ask your manager 
4. I deserve it as a reward for 

good service 
5. Turn it down gracefully 
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Presenter
Presentation Notes
Answer: 5 is preferred but 3 is an alternative if there is a question in your mind.What if the whole office got the invitation? Look back at the HR guidance….No, a different issue: How it appears to the public?No, our employees can’t receive them. If they do all cards need to be returned directly to the vendor or collected by management and returned.a. “Inconsequential gifts” are specific items usually purchased in bulk and have display marketing or promotional value to the vendor (pens, calendars, coffee cups, etc.) Usually under $5 value. (rule of thumb). A gift card is used and disposed of. b. Seasonal gifts are those that all employees would share from a public place such as consumables (candy, fruit, etc.) that could reasonably be shared with the public. Would you put a $20 gift certificates in a public place for all (employees and non-employees) to share? c. Employees cannot receive gifts from vendors that are cash or cash equivalents. This includes gift cards and coupons for free or heavily discounted  items that other county employees and general public do not have access to.Even if the gift cards have no effect on our relationship with the vendor, accepting them violates the ethics policy also because it creates the impression that we may be influenced.HR Policy #13.2: “…Employees shall not solicit or accept any benefit, profit or advantage, directly or indirectly, from or by reason of the discharge of his or her responsibilities and duties as a county employee.”“ ..Particularly stringent standards apply to employees in the Purchasing division or other officers and employees authorized to enter into contractual relationships with vendors, consultants or contractors or otherwise grant favor or consideration to any external enterprise or individual.  For these employees, any solicitation or acceptance of any gift or other consideration of value is strictly prohibited.”



Notable Quote 

“I would rather go out of politics 
having the feeling that I had done 

what was right than stay in with the 
approval of all men, knowing in my 
heart that I have acted as I ought 

not to.” – Theodore Roosevelt 



Ethics #5: Coin Exchange 
 Issue: You see a coworker (a cashier) 

receive two, one-dollar coins during a 
transaction with a customer 
 

 Description: Because your spouse collects 
dollar coins, you ask to exchange them for 
$1 bills when it is quiet and no customers are 
around 
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Presenter
Presentation Notes
How about if their date was 1897?



Ethics #5: Coin Exchange 

1. You can trade two one 
dollar bills for the coins 

2. You can receive them as 
change for a transaction 

3. If you think they might 
have unusual value, notify 
your manager  

4. Ask the Auditor’s Office 
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Answer is 2 or 3



Notable Quote 

“May we think of freedom not as 
the right to do as we please but 
as the opportunity to do what is 

right.” – Peter Marshal 
 



Ethics #6:  Purchasing Card Use 
 Issue: You use a purchasing card to buy 

office supplies for use at home 
 

 Description: You use your county purchasing 
card to buy a new toner cartridge for your 
home computer’s printer to complete a large 
work job that is due tomorrow at work. 
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Ethics #6: Purchasing Card Use 
1. It is ok if your manager  

approved the purchase 
ahead of time 

2. It is ok since it is intended 
primarily for work  

3. Only use this toner unit to 
print work stuff, and keep it 
separate from private use 

4. It is not ok, reimburse the 
purchase immediately 
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Presentation Notes
Only answer is: 4What if they work off site and this was within their designated work area? Do they benefit – if so, is that a problem?



Notable Quote 

“Right is right, and wrong is 
wrong, and a body ain’t got no 
business doing wrong when he 
ain’t ignorant and knows better.” 
– Mark Twain, The Adventures 

of Huckleberry Finn 



Ethics #7: Which does not have to be 
reported to the Internal Auditor’s Office? 

1. Loss of a cash card worth 
$10 or less 

2. Loss of an item that would 
have been thrown away if 
broken 

3. Loss or theft of tools, 
supplies, or equipment 
worth under $50 

4. Loss where no employee 
theft is suspected 
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Presenter
Presentation Notes
Answer: All should be reported or discussed with the auditorAll need reporting; anything that is lost that is equipment or of cash value should be reported to our office. Any suspected theft or “mysterious disappearance” is in the same boatEven if it is worth less than $50, you should consider reporting a loss because individual losses often strings together to show a pattern over time. These patterns of loss usually need management attention to reinforce guidance or existing controls.Especially of concern are recording devices: tablet PCs, iPads, digital recorders, and even USB memory devices if they are lost often enough that they constitute an emerging pattern. It is the risk of what data they might contain in addition to their loss that adds to the concern. When in doubt, report it!



Closing Remarks 
Mark Gassaway 
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• All slides are on the County Auditor’s web site 
 

• One last evaluation question with the clickers 
 

• Please put all “clickers” in a pile on your table 

Clark County Auditor’s Office 

Presenter
Presentation Notes
Please return the “clickers” after this last question…



How Was Your Experience Today? 

1. Exceptional  
2. Useful 
3. OK 
4. Not so good 
5. Didn’t meet 

expectation 
6. Thank You.. 
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Response not recorded: 2/3 responses #1, 1/3 #2No negative responses   n=25
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